
V Highest security, easy use + low cost webcam

VMany applications on various levels of security

V Leadership in the IT ïmarket with biometric facility

Werner Blessing,  25.03.10
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Various features:

ĔPapillar lines
(Courbes, Spirals, ..)

ĔForm of lines

ĔY- forms, Endings,
Points, Centres

The capture of the 
fingerprint can be optic or 
captive



Advantages

ÁExisting criminal data bank (AFIS)

ÁLong experience

ÁICAO Standard - Option

ÁSimple to use

Inconveniences

ÁEasy to falsify

ÁPhysical contact

ÁNot useful for identificatio

due to high data size



2D Face Recognition

ÁMost camera qualities are sufficient

ÁUse of printed photos is possible

3D Face Recognition (A4Vision)

ÁSpecific cameras

ÁSpecific lighting

ÁManufacturers file format

ÁHigh security



Advantages

ÁExisting criminal files

ÁAlready in all travel documents

ÁIt is an ICAO Standard

ÁTouchless

Inconveniences

ÁSensitive to light conditions

ÁEasy to falsify

ÁShort need of reenrollement

ÁFile size



A modified Video camera is used for iris 

identification. 



Pits
Freckles
Corona
266 DOF*

* Each Degree of Freedom (Freiheitsgrad) has thousands Variations



Advantages
Á Long term stability
Á Contactless
Á Fast Identifikation 
Á Small data size (512 byte)

Inconveniences
Á No existing criminal data bank
Á Large and expensive hardware
Á Higher refusal within population
(due to misunderstanding Ăretina 007ñ)



Advantages
Á Simple to use
Á Physical and electronic version in one go

Inconveniences
Á No existing criminal data bank
Á Long process of verification
Á Large data files

This procedure is mainly used in banks.



= FAKEABLE!



+

Face Ăonlyñ also underlies the

Ăreplay attack = fakeableñ

= FAKEABLE!
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Softwaretesting done by specialized Institute

VThis institute has validated the software for the
German biometric Passport

VThis institute is recognized to be the great expert 
in validation of biometric software in Germany 

VThis institute has tested our Software ComBiom

VFirst results show an EER of Zero, slide 12+13

VEER = FAR + FRR and Zero is best ever result !



Fusion: ComBiom, 4 figures, EER
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VHigh Security                                  
(4 x Biometrics Multimodal /          
Random Password)

VSimple

contactless

VLow Cost Hardware   (WebCam)





ID ComBiom is an All in

One Software. The user is

always free to decide

whether he wants to use

ComBiom as a package or

just single parts of it, such

as PermaFace only or

PermaVoice only.

ID Perma Face will do a 

permanent biometric 

face control. If the wrong 

user is trying to steal 

data, the system would 

identify the thief and 

switch off.

ID Perma Voice 

identifies the user on itós 

biometric voice 

identification only. For 

example at night, 

without light. 





ü SmartID

ü SmartPass

ü SmartVisa

ü SmartDrive

ü SmartHealth

ü SmartBadge






