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SWISS IDENTITY SECURITY SYSTEM

ideark

V' Highest security, easy use + low cost webcam
V' Many applications on various levels of security
V' Leadership in the IT T market with biometric facility

CeBIT

Werner Blessing, 25.03.10
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Amount of Online Fraud
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Various features:

E Papillar lines
(Courbes, Spirals, ..)

E Form of lines

E Y-forms, Endings,
Points, Centres

The capture of the
fingerprint can be optic or
captive




Fingerprint

Advantages
A Existing criminal data bank (AFIS)

A Long experience

A ICAO Standard - Option

A Simple to use
Inconveniences

A Easy to falsify

A Physical contact

A Not useful for identificatio

due to high data size
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Face Recognition

2D Face Recognition
A Most camera qualities are sufficient
A Use of printed photos is possible

3D Face Recognition (A4Vision)
A Specific cameras
A Specific lighting
A Manufacturers file format
A High security

Standard
(Video)
Camera

Structured Light

(a)
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Face Recognition

Advantages
A Existing criminal files
A Already in all travel documents
A It is an ICAO Standard
A Touchless
Inconveniences
A Sensitive to light conditions
A Easy to falsify
A Short need of reenrollement
A File size
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Ciliary body Optic nerve

A modified Video camera is used for iris
identification.
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Pits
Freckles

Corona
266 DOF*

* Each Degree of Freedom (Freiheitsgrad) has thousands Variations
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Iris Identification

Advantages
A Long term stability
A Contactless
A Fast Identifikation
A Small data size (512 byte)

Inconveniences
A No existing criminal data bank
A Large and expensive hardware
A Higher refusal within population

(due t o misunderstandi
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Signature Recognition

Advantages
A Simple to use
A Physical and electronic version in one go

Inconveniences
A No existing criminal data bank
A Long process of verification
A Large data files

This procedure is mainly used in banks.




..............
..............

{ ‘;‘ A - m - -
v _ - » - -
N Cac) » . . ‘ A
— 4 - = S~
- ey - gg = A -
- - —
'y o T Y R n . 43

= 4 BIOM=TRY

-

-~
-
'

FU]]TSU COMPUTERS
SIEMENS

y{—"—)

/

// ' 4

4 'Y i R 2
SONY 1)1 S

TOSHIBA —_— acer.



- BRI - .
L O S |

e

-~ i
- b S S W B 9 2
‘ c‘ﬂ w m@!" sk \M-V 4 W (o
s s OVVIo

NEW BIOMETRICS: FACE = FAKEABLE!

TOSHIBA
lenovo
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Face Aonlyid al so
Areplay attack
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DComBiom

Communication Biometrics
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1 2 3 4 5 o6 ¢ 8 9 0

01010010010100100101 01010010010100100101 01010010010100100101
01011101011001010010 01011101011001010010 01011101011001010010
10010101000110101001 10010101000110101001 10010101000110101001
01011110101001010101 01011110101001010101 01011110101001010101
01010101010100101010 01010101010100101010 01010101010100101010
01010010101010100101 01010010101010100101 01010010101010100101
0101000666 0101000eee. . 0101000666, .

Template 1 Template 2

Template O




SWISS IDENTITY SECURITY SYSTEMS

@ + E§§=§ +o+ O Eiro®
Bl METH?

SWIES IDEMTITY SECURITY EYETEME

— et o b

- == 16 processes

@i loie)
— bt b
0000



e BIONV=TRY

% ﬁ--ﬂ!’ '

Softwaretesting done by specialized Institute

V This institute has validated the software for the
German biometric Passport

V This institute Is recognized to be the great expert
In validation of biometric software in Germany

V/ This institute has tested our Software ComBiom
V First results show an EER of Zero, slide 12+13
V EER = FAR + FRR and Zero i1s best ever result !
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Fusion: ComBiom, 4 figures, EER

FAR-FRR-Diagramm
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ComBiom

Communication Biometrics

V' High Security
(4 x Biometrics Multimodal /
Random Password)

V Simple .
P FreeHaM
contactless Free Hands and Memory

V Low Cost Hardware (WebCam)
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DPerma Face

Permanent Biometric Face Recognition

D Perma Voice

Permanent Biometric VVoice Recognition
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DPerma Face

Permanent Biometric Face Recognition

Maouth.-Strear

.~ oo vilvian

ID Perma Face will do a
permanent biometric
face control. If the wrong
user is trying to steal
data, the system would
identify the thief and
switch off.

D Perma Voice

Permanent Biometric Voice Recognition

ID ComBiom is an All in
One Software. The user is

always free to decide
whether he wants to use
ComBiom as a package or
just single parts of it, such
as PermaFace only or
PermaVoice only.

ID Perma Voice

i denti fies
biometric voice
identification only. For
example at night,
without light.

t



1| )BiDoc

Biometric Documentation
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DIENSTAUSWEIS

Mustermann
Erika

u SmartiD

N

u SmartPass

U SmartVisa

U SmartDrive

U SmartHealth

U SmartBadge
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1| JMobiComBiom

Mobile Communication Biometrics
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swisscom

1L JMobiComBiom QUALCOMWN

Mobile Communication Biometrics



